Digital Shadows

Jie Sheng, Yanqing Gu, Ziqi Wang, Lan Ou and RAY LC
School of Creative Media, City University of Hong Kong
Hong Kong, SAR

cattgun666(@gmail.com, guyanqing0205@gmail.com, LC@raylc.org

Abstract

Cyberbullying has become an increasingly prevalent issue in
today’s digital landscape, yet its psychological impact is often
underestimated. Existing studies primarily focus on quantita-
tive data, lacking the immersive qualities needed to foster em-
pathy and self-reflection. To address this gap, we developed
“Digital Shadows,” an interactive installation designed to
simulate the emotional journey of a cyberbullying victim
through contrasting digital environments. The installation
employs a shift from serene visuals to hostile imagery, aiming
to evoke participant awareness and prompt self-reflection re-
garding their online behaviors. Results indicate that partici-
pants experienced shock and a newfound understanding of
cyberbullying’s subtleties. This work contributes to digital
empathy-building practices, underscoring the value of sen-
sory-driven installations in enhancing social awareness
within digital communities.
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Introduction

The rapid expansion of internet access has seamlessly inte-
grated digital spaces into daily life, offering unprecedented
opportunities for connection, information sharing, and crea-
tivity. [20] However, these platforms also enable harmful
behaviors, with cyberbullying standing out as a prevalent is-
sue that operates without physical constraints and often un-
der the cover of anonymity. [22] This anonymity allows per-
petrators to act without facing immediate repercussions,
which intensifies the psychological impact on victims, who
may feel trapped and unsupported within the vast digital
space. [23] Victims frequently endure psychological trauma,
including anxiety, depression, and, in severe cases, suicidal
ideation. [13] Research indicates that these effects are not
short-lived; the trauma from cyberbullying can linger, im-
pacting individuals’ sense of identity, self-worth, and long-
term emotional health. [17]

Despite this, current approaches to studying cyberbully-
ing are limited, often focusing on theoretical frameworks or
isolated case studies. [S] While these methods are valuable,
they fail to capture the profound day-to-day emotional ex-
periences of victims. For example, surveys and retrospective
interviews, though informative, lack the capacity to deeply
engage audiences and foster empathy, a critical component
for understanding cyberbullying’s hidden impact. This gap
indicates the need for more immersive methods to convey
the nuanced, often hidden psychological toll that cyberbul-
lying inflicts on victims, as traditional data presentation
struggles to fully express this scope. [16]

To address this, we developed “Digital Shadows,” an in-
teractive installation simulating the emotional journey of a
cyberbullying victim. The installation begins as a serene,
visually engaging “digital utopia” filled with peaceful
sounds and vibrant imagery, symbolizing the initial allure of
online spaces. [3] However, as participants engage, this en-
vironment shifts; serene imagery gives way to hostile, abu-
sive visuals, illustrating the hidden harms of cyberbullying
and encouraging participants to reflect on their own online
behaviors. [16] This transition demonstrates how an inviting
digital space can quickly transform into a source of emo-
tional distress for victims, a shift further reinforced by in-
corporating text and language directly sourced from cyber-
bullying victims’ testimonies. Disturbing phrases such as
“Why are you still alive?” and “No one likes people like
you.” deepen the emotional impact, immersing participants
in the psychological toll of online harassment and fostering
empathy for its victims.

This research raises questions about immersive experi-
ences’ role in understanding cyberbullying: How effectively
can an installation convey the hidden harms of cyberbully-
ing? Can sensory transitions within an installation foster em-
pathy for victims? Addressing these questions, “Digital
Shadows” contributes to the discourse on cyberbullying’s
impact, offering an empathy-driven method that fosters re-
flection and awareness in digital communities. [5]
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Figure 1. Project Overview

Figure 2: Final Installation

Background

The Psychological Impact of Cyberbullying

Cyberbullying, facilitated by widespread internet access,
has been increasingly recognized as a major source of psy-
chological trauma affecting victims across various de-
mographics. [19] Unlike traditional forms of bullying,
cyberbullying transcends physical boundaries and can con-
tinue unabated, even reaching victims within their homes,
contributing to a persistent feeling of vulnerability and help-
lessness. [16] Research has shown that victims of cyberbul-
lying frequently suffer from anxiety, depression, and post-
traumatic stress disorder (PTSD), with adolescents at higher
risk of these mental health issues due to their developing
emotional resilience. [21] The constant accessibility of dig-
ital platforms can exacerbate these issues, as victims find
themselves unable to escape the harassment, which remains
visible and accessible indefinitely. [22]

Studies highlight that cyberbullying can severely impact
self-esteem and identity, as victims often feel that they are
under scrutiny from both peers and strangers alike. [15] The
anonymous nature of cyberbullying can further intensify its
impact; victims feel isolated, as their aggressors remain un-
known and unaccountable, creating an environment of fear
and distrust. [7] This anonymity, coupled with the rapid

dissemination of harmful content, has been shown to am-
plify the psychological impact, leaving victims with a sense
of powerlessness. [2] For many, the long-term effects in-
clude a damaged sense of self-worth, decreased life satisfac-
tion, and difficulties in forming interpersonal relationships
due to the erosion of trust. [5] Addressing these unique psy-
chological effects requires interventions that go beyond im-
mediate support, helping victims rebuild their confidence
and cope with the enduring impact of cyberbullying. [18]

Gender Dynamics and Toxicity

Cyberbullying in East Asian contexts is further complicated
by gendered harassment, often mirroring GamerGate-in-
spired ideologies that perpetuate hostility toward women in
digital spaces. In Chinese online communities, targeted har-
assment campaigns frequently weaponize accusations of ‘at-
tention-seeking’ or ‘moral corruption’ to discredit and at-
tack women, particularly those who challenge traditional
gender roles or gain visibility in male-dominated spaces. Fe-
male gamers, streamers, and influencers are especially vul-
nerable to cyberbullying that extends beyond verbal abuse
to include doxxing, non-consensual image manipulation,
and organized smear campaigns. This pattern of online ag-
gression reflects broader patriarchal norms, where digital
platforms become battlegrounds for reinforcing societal hi-
erarchies and gender disparities. The systematic nature of
these attacks highlights how cyberbullying is not merely an
individual issue but a deeply embedded social phenomenon
that intersects with power dynamics, misogyny, and the
evolving structure of online subcultures. Addressing these
entrenched biases requires a nuanced understanding of how
digital spaces both challenge and perpetuate existing ine-
qualities, necessitating more inclusive and context-aware in-
terventions.

Lack of Understanding and Secondary Harm

Cyberbullying is a pervasive issue that impacts individuals
across all age groups, yet its emotional and psychological
effects are frequently underestimated by the general public.
[21] Many people tend to dismiss cyberbullying as merely
“words on a screen” or trivial online interactions, failing to
recognize the profound damage it can inflict on victims’
mental health. [2] This lack of understanding can have seri-
ous consequences, leading to what is known as secondary
harm. [23] Secondary harm occurs when victims are not
only affected by the initial bullying but also by the reac-
tions—or lack thereof—of those around them, such as
friends, family members, or even mental health profession-
als who may minimize their experiences. [18] This invalida-
tion can cause victims to feel isolated, misunderstood, and
unsupported, further deepening their emotional suffering
and reinforcing their sense of vulnerability. [9] When vic-
tims do not receive the empathy and acknowledgment they
need, they may begin to internalize negative feelings, which



exacerbates their sense of hopelessness and helplessness.
[13] Research has shown that dismissive or unsupportive re-
actions can significantly impact victims' recovery, as vic-
tims who feel unsupported are less likely to seek help and
more likely to experience long-term psychological conse-
quences, including depression, anxiety, and even post-trau-
matic stress disorder (PTSD). [5] Furthermore, the lack of
social acknowledgment can perpetuate a harmful cycle: as
victims feel increasingly isolated and misunderstood, their
mental health may continue to deteriorate, leading to a
greater risk of self-harm, social withdrawal, and decreased
life satisfaction. [16] Secondary harm also highlights a gap
in public awareness and understanding of the serious impli-
cations of cyberbullying. [3] Without proper education and
awareness, society at large may continue to underestimate
the issue, thereby neglecting the need for supportive inter-
ventions and perpetuating the stigma around seeking help
for cyberbullying-related trauma. [8] Educational initiatives
aimed at raising awareness about the real, tangible effects of
cyberbullying on mental health are essential in breaking this
cycle. By fostering a deeper understanding, society can
work towards creating a more supportive environment for
victims, encouraging empathy, and reducing the likelihood
of secondary harm. [11]

Empathy-Driven Interactive Approaches to Ad-
dress Cyberbullying

Empathy-driven, interactive installations have gained sig-
nificant attention as innovative tools to convey the complex
emotional experiences of cyberbullying victims. Projects
like “Digital Shadows” aim to simulate the victim’s journey
through cyberbullying, beginning with a visually appealing
“digital utopia” that represents the initial allure of online in-
teraction. [1] As participants continue to engage, the envi-
ronment transitions into a hostile and abusive space, expos-
ing them to the types of verbal harassment and hostility
commonly encountered by victims. [20] This transition from
tranquility to aggression mirrors the deceptive nature of
online spaces, which can shift from inviting to harmful un-
expectedly, and allows participants to viscerally experience
the impact of cyberbullying. [25]

Research into interactive, empathy-focused installations
suggests that these experiences are more likely to leave last-
ing impressions, encouraging viewers to reflect on the con-
sequences of digital interactions and their potential role in
fostering either positive or negative environments online.
[10] By providing an immersive, sensory-driven experience
of cyberbullying’s effects, empathy-driven approaches like
“Digital Shadows” prompt viewers to consider the im-
portance of accountability in digital spaces and the impact
of their own online behaviors. [14] In doing so, these instal-
lations contribute to a growing body of work that advocates
for the use of art and technology as tools for social change,
promoting a deeper, more compassionate understanding of

digital interactions. Through the integration of art and tech-
nology, empathy-driven installations offer a unique avenue
for raising awareness, potentially encouraging behavioral
shifts that align with a more responsible and supportive dig-
ital culture. [5]

Methodology

Pre-interview

To gather real stories and experiences of cyberbullying, we
conducted preliminary interviews with five participants who
had experienced cyberbullying. These participants were re-
cruited online through a social media platform in mainland
China (Xiaohongshu). Additionally, we analyzed one actual
case of cyberbullying through an interview.

Case Report: Yang Feng Incident

In spring 2021, Yang Feng, a high school student, became a
target of online harassment after posting a video criticizing
*Genshin Impact*. A group of fans, calling themselves
“Xianjia Army,” retaliated by doxxing him, releasing his
personal information, and subjecting him to phone harass-
ment, threats, and the distribution of altered images of his
identity documents. The abuse escalated to impersonation
on social media, harassment of his teachers, and sending
corrosive chemicals to his home. His parents were also
doxxed. Yang initially felt helpless, and his attempts to re-
port the harassment were met with misunderstandings. Alt-
hough some abusive content was removed, new accounts
were quickly created to continue the attacks. The emotional
toll was significant, leading to anger, depression, and aca-
demic decline. Yang believes the harassers were motivated
by a desire for amusement and power. This experience has
made him more cautious, and despite some perpetrators be-
ing caught, the ordeal left a lasting impact on his life.

Pre-interview Questions

After gaining a deeper understanding and analysis of Yang
Feng's cyberbullying case, and to maintain the neutrality of
the interview, we designed the following interview ques-
tions:

“When were you subjected to cyber violence?

‘How old were you at that time?

-For what incident did you suffer from cyber violence?
-What was your first reaction at the time?

-What did the cyber-violent person do as time went on? Did
they continue to do so?

‘How did you feel at the time? (Victims can say something
about the words used by the abuser when elaborating)

“What do you think they were doing it for?



“Were you able to digest these emotions? How do you feel
now?

Pre-interview Result

These interviews provide a deep exploration into the multi-
faceted and psychologically damaging nature of cyberbully-
ing. While each volunteer's experience reflects different
triggers and personal narratives, the common threads reveal
unsettling truths about how digital environments amplify
hostility, and how the human psyche processes these attacks.

1. The Fragility of Identity in Digital Spaces

Across interviews, participants describe the vulnerabilities
tied to identity in online spaces, where innocuous actions—
such as asking a question about plush dolls or sharing a neu-
tral article—can lead to misidentification and harsh judg-
ment. This showcases how quickly personal identity can be
targeted and misrepresented online, making digital plat-
forms precarious places for self-expression.

2. The Emotional Toll of Relentless Criticism

Many interviewees expressed confusion, frustration, and
deep distress because of relentless online attacks. Whether
it was the feeling of helplessness from not being able to de-
fend oneself or the suffocating intensity of hostile com-
ments, the experience of cyberbullying took a lasting emo-
tional toll. The constant flood of negative messages and in-
sults evoked feelings of anger, fear, and vulnerability.

3. The Psychology of the Cyberbully

Analysis of the interviews reveals potential motivations be-
hind cyberbullying. For example, Volunteer B noted that
fans of a celebrity became hostile in defense of their idol.
Participants suggest that anonymity and the low cost of bul-
lying enable people to vent frustrations or defend their per-
sonal biases without consideration for the impact. These in-
sights suggest that cyberbullies may be driven by a need for
validation, social belonging, or emotional release.

4. The Failure of Self-Justification and the Power of Silence

Participants found that attempting to clarify misunderstand-
ings often worsened the situation. Despite proving their in-
nocence, they were not believed or acknowledged, under-
scoring the futility of self-justification in certain online con-
texts. For some, disengagement became the only viable op-
tion, revealing how silence can act as a shield, allowing in-
dividuals to protect themselves from further emotional dam-
age.

5. The Internet as an Echo Chamber of Collective Aggres-
sion

A recurrent theme in these stories is the amplification effect
of online platforms, where minor misunderstandings or dif-
fering opinions spiral into collective aggression. In cases
like Volunteer A’s, a single false accusation snowballed into
a wave of hostility, supported by others in an echo chamber

effect. This dynamic, where people collectively attack or de-
fend a position, turns the internet into a breeding ground for
impulsive, unfiltered aggression.

6. Long-Term Psychological Impact

The emotional effects of cyberbullying lingered for all par-
ticipants, with some reporting residual feelings of anger, in-
security, and fear of future interactions. Yet, over time, par-
ticipants also demonstrated resilience, processing their ex-
periences and finding ways to move forward. However, for
some, the trauma left an indelible mark, serving as a re-
minder of the potential dangers and long-term impact of
cyberbullying on mental health and self-esteem.
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Figure 3: System Diagram, the project is mainly implemented
through video projection. The two video contents are created by
integrating Gen Al and text interview in-formation respectively,
using PR/AE for video editing and programming language for dis-
play interaction.

Interaction Coding

This section uses Arduino as the basis and combines dis-
tance sensors/infrared sensors to write interactive codes. We
will use the programming language to create the effects with
Touch Designer and then export the video content to be dis-
played. To achieve the purpose of the interactive experi-
ment, the distance is used as a variable factor, and the video
content and audio content change with the distance of the
participant from the device.

Design

Video Projection

In the video production, we built two different models in the
C4D software to ensure a smooth transition and cycling of
the final video. To reflect the beautiful fantasy of the inter-
net space, we used beautiful natural scenery with birds
chirping and flowers blooming as the base tone for the
scene. We also added pixel blocks and glowing signs to



emphasize the cyber space's basic attributes. In the trans-
formed scene, we used high saturation of red and green to
create a creepy and eerie atmosphere. We changed the trees
in the scene to withered branches and the flowers to un-
friendly text with attacking intentions. These words, which
were deliberately chosen, were sourced directly from our in-
terview participants and represent the kinds of hurtful mes-
sages they have personally encountered in cyberbullying in-
cidents. Phrases like “Why are you still alive?” “Fatass
Bitch,” “Giant Baby,” and “No one likes people like you”
appear in the scene, capturing the impact of the cruel words
that have been directed at them. Additionally, we adjusted
the sky and lighting layout to highlight an uneasy and dis-
gusting feeling, mirroring the emotional impact these harm-
ful words had on the victims.

Figure 5: Final rendering of the video scene

Audio Creation

For the audio part of cyber violence, we collected cyber vi-
olence-related vocabulary based on the content of the pre-
interviews, where participants shared examples of hurtful
language they had encountered online. We carefully sum-
marized and categorized these terms to capture the range of
offensive language typically used in cyberbullying. The col-
lected text was then processed through Al to generate real-
istic digital audio, mimicking the tone and cadence of real
speech. To enhance the emotional impact, we further refined
the Al-generated speech by adding matching sound effects,
such as distorted voices, harsh tones, and echoes, to convey
the aggression and hostility of cyberbullying. Multiple audio
tracks were overlapped to create a dynamic and intense au-
ditory experience. To ensure seamless looping and

immersion, we incorporated white noise loops before and
after the main audio to smooth the transitions. This audio
design, combined with the visual elements, amplifies the un-
settling atmosphere, allowing participants to experience the
full emotional weight of cyber violence.

Interaction design

Connect the pressure sensor to the Arduino UNO and write
the necessary code in the Arduino IDE. Ensure that the Ar-
duino code can detect the pressure and send data indicating
"Pressure" or "No Pressure" status.

In Touch Designer, add a Serial DAT and configure the cor-
rect serial port. The Serial DAT will continuously receive
the data transmitted by the Arduino. Use a DAT to CHOP
to convert the data in the Serial DAT into CHOP signals,
completing the connection between the Arduino and Touch
Designer.

Next, import the prepared rendered videos: the video of a
beautiful world, the video of a cyberbullying world, the
beautiful music, and the aggressive language audio track.
Connect these media files using the Cross-TOP component.
Link the DAT to CHOP output to the Cross parameter of the
Cross TOP for both the video and audio. When the Cross-
parameter value is set to 0, the video of the beautiful world
and the beautiful music will be displayed, and when it
reaches 1, the video of the cyberbullying world and the ag-
gressive language audio track will appear. Any value be-
tween 0 and 1 will create a smooth, gradual transition be-
tween the two worlds, both visually and audibly.

To further refine the transition, add a Filter CHOP node be-
tween the DAT to CHOP output and the Cross TOP. This
will smooth the data for a softer switch between the visuals
and audio. You can control the speed of the transition by
adjusting the Filter Width parameter of the Filter CHOP.
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Figure 6: The installation and testing.

Art Exhibition

We present this project in the form of a combination of space
and installation. We use "Utopia" video images to attract
visitors to approach our installation area. When the experi-
encer sits at the set point, the pressure sensor is triggered,
and sharp and violent online violence language will be pre-
sented to the experiencer.

v | \\//!t\\
—a

Figure 7: The design of Exhibition set up and Participant flow

Figure 8: Actual Exhibition-Before sitting down.

Figure 9: Actual Exhibition-After sitting down.

Discussion

This project’s immersive approach in “Digital Shadows”
contrasts with traditional research and awareness campaigns
on cyberbullying, which typically utilize surveys, interviews,
or case studies to gather insights. Previous studies, such as
those by Hinduja and Patchin, [12] have primarily focused
on quantitative data to understand cyberbullying’s preva-
lence and psychological effects, relying on statistical analy-
sis and retrospective accounts. While these studies provide
valuable information, they lack the immediacy and personal
engagement that an immersive installation like “Digital
Shadows” offers. By enabling participants to experience the
emotional contrast firsthand, our project diverges from these
methods and instead seeks to engage viewers in an empathy-
driven exploration, encouraging self-reflection on digital
behavior in real-time. [26]

“Digital Shadows” utilizes immersive projection and sen-
sory shifts to create an environment that vividly conveys the
emotional journey of cyberbullying victims. By transition-
ing from a tranquil “digital utopia” to a hostile, abrasive
space, the installation offers a layered experience that
evokes self-reflection and awareness. This design, centered
around contrasting atmospheres, allows participants to en-
gage deeply with the themes of vulnerability and hostility in
digital interactions. The choice of projection as the primary
medium enables a collective viewing experience that invites
participants to consider their roles within online spaces, fos-
tering a shared sense of empathy and accountability that res-
onates across varied audiences.[26]



Limitations and Assumptions

In this project, the audience was limited to young adults,
specifically individuals in their 20s, and predominantly of
Asian descent (mainly Chinese). While the results provide
valuable insights into cyberbullying dynamics within a Si-
nocentric digital context, they overlook the ethnolinguistic
diversity of Southeast Asia, where infrastructural disparities
and sociocultural norms intersect to create distinct cyberbul-
lying experiences. For instance, rural Indonesian youth en-
gaging with Facebook-centric harassment face challenges
distinct from urban Han Chinese participants navigating
WeChat-dominated spaces, as intermittent internet access
and localized platform ecosystems mediate exposure and re-
sponse patterns. Additionally, cultural and demographic fac-
tors could influence participant engagement and interpreta-
tion. For example, individuals from cultures where cyber-
bullying is less stigmatized may react differently from those
in cultures with more widespread awareness of the issue. [6]
Furthermore, if participants from other age groups, such as
teenagers or older adults, were included, the experience
might yield different responses, given that younger and
older audiences may have varied understandings and emo-
tional reactions to cyberbullying.

Our design assumed that the contrasting serene and hostile
environments would foster reflection and awareness. While
many participants responded as expected, some participants
reported detachment or perceived the experience as merely
informative. Furthermore, our reliance on moving imagery
for immersion inadvertently caused mild discomfort in some
participants, indicating that certain visual design choices can
influence engagement levels.

As the study captured only immediate reactions post-expo-
sure, claims about long-term behavioral change remain
speculative. The assumption that shock-induced self-reflec-
tion naturally translates to attitudinal shifts introduces
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